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A regulatory perspective on cybersecurity

Evaluating the prudency of cybersecurity 

investments: guidelines for energy 

regulators

While the implementation of cybersecurity 

measures is typically the responsibility of power 

system operators, regulators have to ensure that 

cybersecurity investments are reasonable, 

prudent, and effective. The guidelines assist 

regulators in establishing a regulatory approach 

to enhance the cybersecurity stance of their 

power systems.
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The USAID initiative for South East Europe

Conceived in a specific context, 

but wide applicability
Different situations around the world:

Power system features, regulation, 

economic and political context, market 

structure… 

Priorities may differ, but principles are 

common. 

http://www.ircres.cnr.it/index.php/it/?opti
on=com_content&view=article&id=253

http://www.ircres.cnr.it/index.php/it/?option=com_content&view=article&id=253
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A regulatory perspective on cybersecurity

There are four main themes in the guidelines: definition of a CS 

strategy, identification and benchmarking of cybersecurity costs, 

performance assessment, regulatory approach to cybersecurity. 

By cost identification we mean understanding which are the right 

security measures to make the power system more secure (and for the 

regulator identify expenses eligible for refunding); RATIONALITY OF DECISIONS

By cost benchmarking we mean establishing the right level of 

investment;

By regulatory approach we mean the process of how decisions can 

be made, starting from theory and ideas and leading to 

implementation.
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Roles – who, what and where?
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 Fundamental role  Contribution  Nothing to do



• (Cyber) security is an example of market failure: for private operators, 

economic incentives are not enough to ensure a fair level of 

investments. On the other hand, ensuring the protection of any node is 

a must in a connected network, so regulation is fundamental.

• But in most cases  operators are better skilled and more informed on 

evolving threats. They are in a better position to define and adapt the 

practical CS strategy.

• The dilemma may be solved in collaborative approaches to the 

definition of the general CS strategy 

– Possible?

– Effective?

– Reactive?
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Working together – a possible scenario?



Cost identification and 

benchmarking:

principles, methods and (some) 

values
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The process of cost identification and cost 

quantification

This picture explains the sequence to be followed to identify 

countermeasures and costs. 

➢ This analysis should be at the basis of the investment choice. It should 

not be left implicit.  The company will present it to the regulator to justify 

cost claim. 

➢ It should help the regulators understand there will never be a unique 

definitive recipe for cybersecurity.
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Establishing priorities

Understanding priorities is

- Fundamental when you first address the issue of cybersecurity

- An important assessment when speaking of prudence

elena.ragazzi@ircres.cnr.it

Strategy and 

organization

People and 

processes

The network & 

crown jewels
Other infra-

structures
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Benefit analysis: a tool to understand 

priorities
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First step: technical assessment of the impact of a cyberattack
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Benefit analysis: economic impact of a 

cyberattack
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Second step: economic value of the impact of a black-out
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Cost-benefit analysis: the terms of the 

evaluation
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• Any evaluation means to compare a situation with regulation to 

an unregulated situation

• But in the case of CS the outcome depends from an exogenous

event (the cyber-attack)

• So 4 evaluation scenarios

have to be assessed
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Cost-benefit analysis: variables
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Cost-benefit analysis: variables 
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Cost-benefit analysis: calculations
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Results from 2 case-studies

Some quantitative benchmark from Essence project. € Million
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Some cost assessment from the case 

studies: organization and governance of CS
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Some cost assessment from the case 

studies: protecting a power plant

HW/SW costs for hosts and networks security of a typical 380 

MWe power unit (€)
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Some cost assessment from the case 

studies: transmission system

Total cost of implementation and maintenance of 

countermeasures in a TSO (€)
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Assessing effectiveness:

principles and alternatives

20
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Effectiveness: Output and outcome

Output is the direct

effect of a behaviour

(investment, policy, 

regulation). 

Easy to 

measure, but not

effectiveness!

Effectiveness

Outcome is the 

change in the objective

variables caused by 

the behaviour (but

mediated by contest 

situation) 



A group of employees attends a course on security 

procedures in communication with external parties.

• OUTPUT: Number of participants passing the final test on 

theory
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Output and outcome: example

• OUTCOME: Number of mistakes in 

security procedures (for example: using 

an unauthorized USB key) in the year 

after the course . 

• OUTCOME: Number of IT system 

intrusions in the year after the courseX

Intensity

and quality

of effort

Effectivenes

Unsensitive

indicator



1. After choosing the right set of outcome indicators, 

effectiveness (eg. of an investment) may be 

assessed comparing the value of one (or many) 

indicators before and after an investment.

2. This change should then be compared to the change 

registered in similar firms that didn’t carry out the 

named investment. This is fundamental when there 

is the suspect of a deadweight effect, i.e. when it is 

reasonable to expect an improvement in the 

observed indicator even without the investment.
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Effectiveness: Change is not impact

IMPACT: Difference in the number 

of mistakes in security procedures 

in the year after the course 

between the group of employees 

that have attended the course and 

another group of similar 

employees that have not attended 

the course.
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Effectiveness: the problem of metrics

Outcomes have to be assessed through good indicators.

Maturity metrics. 

Many experimented alternatives exist to assess the maturity level. 

Some are simpler, some more complex. Some are open source, 

other ones are offered by consulting services. 

But maturity is not the full picture. 

Performance metrics.

They give a comprehensive picture, but:

• complex systems of indicators; 

• requiring good data collection tools and a fair level of maturity;

• research and experimentation is on-going.
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EPRI indicators represent one of the most advanced studies in 

the field of performance metrics. 

• 121 data points 

• Indicators: 47 operational metrics, 10 tactical scores, 3 

strategical scores

• Tested with a North-American experiment (       it works). 

• Feasible. A lot of boring work but not difficult.

• Wanting to carry out an European pilot (        it scales?)

• Working to a tool
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Choosing the indicators: EPRI metrics
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The EPRI metrics
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• Security team            understand what works

• IT management         decisions on security technologies

• Board                         understand and manage risk

• Regulators/ is the power grid secure?

consumers

It is always a problem to use the same tool for different 

necessities!
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Performance metrics: Uses
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• Internal risk management tool

• Internal/external benchmarking

• Regulation and control (funding, 

approval, fines and incentives

28

Performance metrics: to do what?
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A governance for the metrics for regulatory purposes

To design an effective system to collect the values of the indicators for 

regulatory purposes is as important (and as difficult) than choosing the right 

indicators.

Is a top-down 

approach 

possible
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Thank-you for your attention!

Contacts:

Elena Ragazzi (editor) elena.ragazzi@ircres.cnr.it

Alberto Stefanini alberto.stefanini@gmail.com

Daniele Benintendi dbenintendi@gmail.com

Ugo Finardi ugo.finardi@ircres.cnr.it

Dennis K. Holstein holsteindk@ocg2u.com

Links for the download:

http://www.ircres.cnr.it/index.php/it/?option=com_content&view=article&id=253

https://www.naruc.org/international/news/evaluating-the-prudency-of-cybersecurity-

investments-guidelines-for-energy-regulators/
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