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About Con Edison

* Founded Iin 1823 as the
New York Gas Light
company
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United States Energy Association

* Provide electric, gas, and
steam service for the 10
million people who live in
New York City and
Westchester County

* Second largest solar
producer in North America
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Identify

*Assessments
*Maintenance
*Compliance

Recover

*Business Continuity
Plans

*Disaster Recovery
Plans

*Recovery Dirills

Detect Respond

*Centralized logging *Partnerships
*Advanced Sensors *Incident Response
«Data Analytics Plans
*Incident Response
Drills
*Communication
Process
*Training

Defense-in-Depth & Defense-in-Breadth
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Defense-In-Depth

* Multi ple Iaye rs of Untrusted External Networkm
o ] / ’//I; bound DM;\H\\ \\\
* Demilitarized Zones / / N\
Trusted Internal \
(DMZs) between | | Network & | |
" " ntr m / .'
security zones N N
. ; \“«-\H e.g. Jump Server i 4 /
° Multiple security — y,
AN e.g. Historian 4
controls at each
- “~_e.g. Corporate IT and Internet
security layer & “orporate 1 and fntemet.
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Segmentation:

Multiple DMZ

Example

*
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Notional Utility Architecture for Business Networks and Control Systems
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Control Center Rekabilty Vendor @
rdination suppm
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\Security Zone
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Enterprise

Business ServersAuthentication

\Secumy Zone \ Enterprise Deskiops Engineering Server
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Operations

DMZs @ @

Security Zones Historian Configuration ~ Anti-Virus Patch Berver
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Process /
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https://www.nerc.com/comm/CIPC_Security_Guidelines_DL/Control_Systems_Electronic_Connectivity_Guideli
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Federal
Regulations

Industry State
Driven
Regulations

Regulations

Industry
participation




FROM THE AMERICAN PEOPLE 5 i
United States Energy Association

(& conEdison, inc.




