«(«0 STATES,QC@
> 4
§ 3 . ¢
) A
*/ 0 ‘_‘_‘\ N \*
E\ :\ h “bz-
S\ EEEEEE
A ]
45
"ONAL DEVY

Y /3 R R S S i = i A2 |
WIS FROM THE AMERICAN PEOPLE United States Energy Association

CYBERSECURITY STANDARDS AND
BEST PRACTICES: PART 2 - UTILITIES
AND ISO/IEC 27001 ISMS 2005/2013

\;‘}) [
STEFANO BRACCO, ACER P4 <

C

m Agency for the Cooperation
of Energy Regulators




First approach with ISO/IEC 27001 standard




Summary




Pills of implementing ISO 27001: the steps

tation of the




Pills of ISO 27001: how the standard looks like

7.1 Resourc
7.2 Competence
7.3 Awareness




Pills of ISO 27001: how the standard looks like




Which version?
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A toolbox cannot help you
if you would select the wrong tools

or
S for

-

. Auditc /ell: know the way
they act reading proper standards!
* In any case, first familiarise with standards yourself....




A toolbox cannot help you
if you would select the wrong tools




Digging into the

standard:
the audit as o
compulsory step for
achieving

GERTIFIGATI®ON






The auditor
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- Innovative

Tip: Before becoming confrontational with an auditor, try to understand
which is the interpretation of the norm by the auditor, then try to agree

on the common view and on the strategy to achieve that part of the
norm.




The audit process




The aftermath of an audit

—— e -




And the winner is.....
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This is to Certify that

Your Organization Name

Site 1:Your Organization Complete Address with Pin Code

Site 2:Your Organization Complete Address with Pin Code

has been found in Compliance with requirements of
Information Security Management System

1SO 27001:2013

for the following scope:

Your Organization Scope
(Manufacturing of ABX Products or
Providing Service of XYZ or
Trading of PQR Products).

Certificate No + XXXXXXXXIXKXX
Original Certificate Date : XX - XX - XXXX
Issue Date $ XX - XX - XXXX
Expiry Date : XX = XX = XXXX

Authorised Signature

Quality Cor

To check this certificate status visit: Ry
“http:/iuasl.uk.com/certifiedorganization.html” Narels Mand,

R

1S0 27001:2013

T

UIASL, Engtad, UK. This &



The aftermath of an audit




What not to do if you loose




What to do if you loose

ure before
u are on the path, it

will just take




ISO 27001 doesn't mean
absolute security by standard and definition

-"- and

stakes, but | learn

from that

. ISO on 27001 on low level means | may have a lot of
A technology that would help me and | decide how to use it




ISO 27001 certification would be useless if....

voiding to assess
sks;




Common mistakes approaching ISO 27001 certification

R t levels of detail, but more
you know a vill be the .

* If you do not like ISO, we respect this, until you do something: you
keep safe,secure and healthy, delivering energy to end customers.




We are |ISO!
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* We do not certify the people or products

.



Thank you for your attention

We are here to help!




