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Security

must be a 
foundations of an 
organizations’

DNA
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Securing Your 
Supply Chain

An essential 
component of a 

complete 
cybersecurity 

program
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Quality = Security
• Industry presence

• Customer trust

• Warranty

• Reliability indicators

• Return and repairs

• Technical Support

• Quality Assurance

https://selinc.com/support/warranty/
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Nurture Trusted Supplier 
Partnerships

• Holistic approach to supplier evaluation

• Trust but verify

• Pursue redundancy whenever possible

• Cultivate lasting supplier relationships
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• Analyze business and threat intelligence

• Assess suppliers based on risk

• Scrutinize shipping services

• Multiple vertices

Continuous Supply Chain Assessment
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• Verify vendor security practices and processes

• Qualify and continuously test each component

• Procure directly from manufacturer if possible

• Examine to verify authenticity

Component Integrity Assurance
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Verification of Software 

Integrity and Authenticity
• Protection products continuously verify software 

integrity and disable themselves if corruption is 
detected

• Control products whitelist applications at the 
kernel level 

• FW/SW is digitally signed

• FW/SW can be authenticated by reference 
hash values published on SEL website
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Monitor for Quality and
Security Vulnerabilities

• Determine Root Cause

• Component level product tracking

• Service Bulletins

• Security Vulnerabilities
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Before Regulation there 

needs to be Standards

Before Standards there 

needs to be Innovation

NIST CSF 1.2

DHS CDM Program

ISO 27002-2013

IEC 62443

NSA MNT

Australian Top 35

Canadian CSE Top 10

GCHQ 10 Steps

PCI DSS 3.2

HIPAA

COBIT 5

NERC CIPv7

Victorian PDSF v1.0

CIS

NIST RMF and 

800-53r5
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Security by Design

• From project conception to 
end of lifecycle

• Decreased lifetime cost

• Greater overall risk 
reduction

• Less complex

• Culturally accepted

• Balance operational 
requirements with risk11
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Contracting Language

• Typically see 
• “sibre” in Appendix Z 

• Multiple frameworks

• No security control overlay

• Customer needs to select security 
controls during the design process

• Balance between:
Cost vs Usability vs Security

• Secure by Design but with “options” to 
“dial” cyber

12
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Tim Watkins

+1 509 592 3546

tim_watkins@selinc.com

LinkedIn - https://www.linkedin.com/in/tim-watkins-4707869/ © SEL 2020

https://www.linkedin.com/in/tim-watkins-4707869/

