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SEL Principles of Operation SEL
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must be a
foundations of an

Making Electric Power Safer, More Reliable, and More Economical



Securing Your Supply Chain

Securing Your s
Supply Chain

An essential
CO m p O n e nt Of a Developing supply chain cybersecurity

risk management plans

‘ O l I l I e te Supply chain risk management is an essential component of
a complete cybersecurity program. The interconnection and

complexity of supply chains makes it more important than ever

- to systematically assess risks, but this is a difficult challenge. At
Cy e rS e C u r I ty SEL, we have made security, including supply chain security, a top
priority for over 30 years, and we believe that managing supply
chain risks is fundamental to ensuring the quality of our products.
We hope that sharing our knowledge and best practices in this
ro ra m area will accelerate your cybersecurity and NERC CIP-013 compli-
ance efforts. This document outlines the processes SEL follows to
ensure a safe and dependable supply chain for the products we
deliver to customers around the world.
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Quallty Security
 Industry presence
Customer trust
Warranty
Reliability indicators
Return and repairs
Technical Support
Quality Assurance
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https://selinc.com/support/warranty/
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N
Partnerships
» Holistic approach to supplier evaluation

 Trust but verify
» Pursue redundancy whenever possible

* Cultivate lasting supplier relationships




Continuous Supply Chain Assessment

» Analyze business and threat intelligence C
» Assess suppliers based on risk
 Scrutinize shipping services
« Multiple vertices




Component Integrity Assurance

* Verify vendor security practices and processes
« Qualify and continuously test each component
* Procure directly fromrmanufacturer if possible
« Examine to verify authenticity
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Firmware Tools | Schweitzer Engii X +

c oo s e Verification of Software
Integrity and Authent?city |
 Protection products continuously verify software

check the authenticity and ir

firmware upgrade process. |ntegr|ty a.nd dlsable themselves If Corruptlon IS
e s comieeandonar  AETECEEM

wsemispgeoveri izt o (CONtrol products whitelist applications at the

in your possession with the F

If @ product or firmware vers (ernel Ievel
firmware hash values for oth es. 1 -al 51 .
 FW/SW is digitally signed

« FW/SW can be authenticated by reference
nash values published on SEL website

Firmware Hashes for

Revision Type Hash
R103-VO zds SHA- COPY | b42986288e8de9a58al18+743c1T282fc3fRadata

SHA-256 COPY | 848d6afeff20d9d52584141167281215cdch91426dd36echaat@daSadinstans
R102-VO zds SHAA COPY | 752184b6e146365b65c7ce57779573b8a5e58b6b

SHA-256 COPY | 585e8eaal58Fdc6cBFOc6ae55d02508158F5Taed356483d1c99481cad7+042d7d © SEL 2020



: Monitor for Quality and
| Security Vulnerabilities

* Determine Root Cause

« Component level product tracking

» Service Bulletins
« Security Vulnerabilities
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1ISO 27/002-2013

NIST CSF 1.2 — IEC 62443

Before Regulation there  NERCCIPv7  pan
needs to be Standards

NIST RMF and
Before Standards there 800-53r5
needs to be PCI DSS 3.2

COBIT 5
DHS CDM Program

NSA MNT



L4.5 - Perimeter | OC/DMZ
L4 - SCADA H2M
L3.5 WaN/oC
L2 - Access ECS5 WAN
H2M/M2IM
L2.5 55 ESP
L2 - Automation
Station
M2M

L1 - Protection

LD - Sensors
and Actuators

Process
M2M

$ 0C/DMZ

Security by Design

Station H2ZM LAN @ OpCenter HZM LAN

Station H2M LAN @

EEIEIE é TEETLT

SIEM HMI  Sensor HMI SIEM Authentication EA

4@ OC/WAN

( H2M WAN
M2M WAN
°
? RTAC $ Password H Data Concentrator
Proxy
[ ]

Station M2ZM LAN

Serial to Ethernet
Fast Line Diff Ethernet IEDs

(Process Mm2m LAN()

a E Ethernet IEUs

CT/PT

CT/PT

Breakers

°
Serial IEDs
51
°
°
CT/PT
°
Breakers

Breakers

SIEM HMI  Sensor

From project conception to

end of lifecycle

Decreased lifetime cost

Greater overall risk
reduction

Less complex
Culturally accepted

Balance operational
regttirements with risk
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Pacific
Northwest

NATIONAL LABORATORY

Contracting Language

[ I Il ; i | Guide on Cybersecurity
Ty p I Ca y S e e Guide to the Distributed Energy Procurement Language in

Resources Cybersecurity Framework
Charisa Powell, Konrad Hauck, Anuj Sanghvi, Adarsh Task Order Req uests for

* “sibre” in Appendix Z nhiiasiis i
* Multiple frameworks
* No security control overlay

Michael Mylrea, JA Rotondo, Sri Nikhil Gupta Gourisetti

NREL is a national laboratory of the U.S. Department of Energy Technical R
Office of Energy Efficiency & Renewable Energy NREL/TP-5R00-75044

[]
. Operated by the Alliance for Sustainable Energy, LLC December 2019
This report s available at no cost from the National Renewable Energy
Laboratory (NREL) at www.nrel.govipublications.

Contract No. DE-AC36-08G028308

Prepared fo e U 5. Depariment of Encrgy
under Cantract DE-ACOS.76RLD1Z0

ENERGY

controls during the design process

Edison Electric
INSTITUTE

Guideline for the Electricity Sector

Supply Chain Procurement Language

The objective of the reliability guidelines s to distribute key practices and information o7
critical to promote and malntain a highly reliable and secure bulk power system [BPS). Reliability
guidelines are not binding norms or parameters to the level that compliance to NERC's Reliability
Standards are monitored or enforced. Rather, their incorporation inta industry practices are strictly ™.

* Balance between:
Cost vs Usability vs Security =

11 Acore measurement of any supply chain cyber security risk management program is proof of its value in
e e e Model Procurement Contract
13 that organizations claim to have attained. Remedies applied through the inclusion of targeted controls in

14 the procurement of cyber systems, components, maintenance, and related services can assist in the La n g uage Ad d ressi n g

development of a “risk-based” approach to cybersecurity.

e Secure by Design but with “options” t0  {mwe_ | cybersecurity Supply Chain Risk

19 element of a supply chaln cyber security risk management program. Procurement language includes

LENOWEWN -

&k

. 20 negotiated agreements that formalize the division of responsibilities, perfarmance requirements, and .
l( ” 21 expectations for compliance monitaring. This language is expressed in the form of contract clauses Version 2.0
22 developed during the procurement of industrial control system hardware, software, and computing and
23 networking services assoclated with bulk electric system (BES) operaticns. This paper highlights
2 s for and risk based procurement language for electrical sector
25 supply chain purposes.

26
27 Risk Identification

28 NERC entity Supply Chain Cyber Security Risk Management Program efforts begin by identifying

29 important risks 1o the cyber security of the BES supply chain; this process is described in the guideline May 2020
30 “Vendor Risk Management Lifecycle”. A thoraugh understanding of the risks associated with vendor

31 relationships to critical cyber systems and particularly BES cyber systems, determines the type and

32 quantity of conditions and stipulations appropriate to include in the procurement language to achieve

33 security and reliability goals. The risk assessment should include an analysis of likelihood and magnitude

34 of harm and consider threats, vulnerabilities, and impact to organizational operations and assets,

35 individuals, and the BES.

6

37 Procurement language within contracts is one among several means at an entity’s disposal to formalize

38 risk mitigation for the relationship between the entity and vendor. Acceptance or transfer of risk as it

39 relates to a third party may carry specific liability and should be authorized by the CIP Senior Manager or

40 other similarly senior manager or executive with a solid understanding of the ramifications of these

41 decisions
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Tim Watkins
+1 509 592 3546

tim_watkins@selinc.com

LinkedIn - https://www.linkedin.com/in/tim-watkins-4707869/
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