
API Standard 1164, 
3rd Edition:

Cybersecurity for the 
Natural Gas and Oil Industry

The Biggest Impact to 
IAC Cybersecurity in a Decade

September 2021

Hosted by the U.S. Energy Association (USEA)
through the

¦Φ{Φ !ƎŜƴŎȅ ŦƻǊ LƴǘŜǊƴŀǘƛƻƴŀƭ 5ŜǾŜƭƻǇƳŜƴǘΩǎ ¦Φ{Φ ςAsia Gas Partnership



Ask questions using 
meeting chat feature



¢ƻŘŀȅΩǎ ¢ƻǇƛŎǎ

ÁRationale for Changes in the 3rd Edition

ÁOverview of the new 1164

ÁReview of Major Advances

ÁQuestion & Answer



ÁJames Simmons, Shell Pipeline

ÁTom Aubuchon, Ethosecure Consulting

¢ƻŘŀȅΩǎ {ǇŜŀƪŜǊǎ



Infrastructure and Automation Manager, Shell Pipeline Co LP

James Simmons

Á20 years Pipeline Operations,

Á15 years SCADA Management

Á15 years OT Security

ÁFormer Chair, API Cybernetics Committee

ÁOperations Security Officer, Shell Pipeline

Á8 years, U.S. Naval Nuclear Engineer

ÁBased in Houston, TX

Chair - API 1164 3rd Edition Working Group 

API STANDARD 1164

SECOND EDITION 2009

Pipeline 

SCADA

Security

API STANDARD 1164

THIRD EDITION, 2021

Pipeline

Control Systems

Cybersecurity



Tom Aubuchon, CISM

Á38+ years of experience in OT, IT, and Product development, architecture, design and security. 

Á26+ years experience in OT Security

Á24+ year ONG Pipeline industry

Á15+ years experience in IT Security

ÁBased in Houston, TX

Co-Chair, Principal Author - API 1164 3rd Ed. Working Group (May 2018 ςJan 2021)
Consultant - API 1164 (Jan 2018 ςPresent)
Email: tom.aubuchon@ethosecure.com

API STANDARD 1164

3rd EDITION, 2021

Pipeline

Control Systems

Cybersecurity

Principal Consultant,                          ConsultingETHOSECURE

ETHOSECURE
CONSULTING



Rationale for Change



Rationale

Why this standard at this time?

ÅAPI Standard 1164 2nd Edition (2009):

o Not widely adopted by industry .

o Limited in scope (SCADA only).

o Not materially revised during the last review cycle.

ÅEvolution of vulnerability and threat landscape (security risk).

o {/!5! ǇǊƻǘŜŎǘƛƻƴ ŀƭƻƴŜ ґ wƻōǳǎǘ 5ŜŦŜƴǎŜ-in-depth Strategy.

o Entire control systems environment must be protected. 

o All stakeholders, including supply chain, must actively participate.

o Ever increasing cybersecurity risks require a systematic approach 
for program governance and maturity.
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Overview of 3rd Edition



Scope

API 1164 3rd Edition:

ÅComplete re-write of the standard.

ÅBased on industry accepted cybersecurity standards (NIST CSF, 
NIST 800-53, NIST 800-82, ISA/IEC 62443).

ÅFocuseson pipeline specific control system (OT) security.

ÅEstablishes management system for advancing program maturity

ÅRequiresRISK-BASED implementation.
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Standard 1164 3rd Edition 
From Creation to Publication
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NIST Cyber Security Framework (CSF)

March 2018 - TSA Aligned Cyber Objectives to NIST Framework: 
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Tenets:  ¶Repeatable¶Implementable ¶Measurable

2 Months later, May 2018 ςAPI Hosts 1st API 1164 Update Meeting
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But to what depth and breadth of coverage?

Technology 
Supply Chain

Industrial 
Internet of 

Things

Supervisory
and

Local Control 
Systems



A security measure shall not 
adversely affect essential functions
unless supported by a risk assessment.  

TheOT Cybersecurity Tenet:

Capability required to maintain 
health, safety, environment and availability
for the equipment under control. 

Definition:  OT Essential Function:

Picking a Domain Base:  Digital Technology Security Priorities



A security measure shall not 
adversely affect essential functions
unless supported by a risk assessment.  

TheOT Cybersecurity Tenet:

Capability required to maintain 
health, safety, environment and availability
for the equipment under control. 

Definition:  OT Essential Function:

Why IAC Cybersecurity for Pipelines is Highly Important:  Security = Safety

Pipeline Business Objectives aŀƴŀƎŜ ŎȅōŜǊǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ǘƘŀǘ ŎŀƴΧ

1 Maintain Human Health and Safety adversely impact human safety

2 Maintain Environmental Safety adversely impact the environment

3 Maintain Property Safety negatively impact the safety to physical

4 Maintain Operational Capability adversely affect services and products delivery, including critical infrastructure

5 Maintain Compliance Posture adversely impact a compliant posture with regulatory, legal, and corporate policy 

6 Maintain Reputation ŀŘǾŜǊǎŜƭȅ ŀŦŦŜŎǘ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǊŜǇǳǘŀǘƛƻƴ ƻǊ ƎŜƴŜǊŀǘŜ ƴŜƎŀǘƛǾŜ ǇǳōƭƛŎƛǘȅ



Governance to Framework to Depth and Breadth Scope: ToC

NIST CSF Core
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API 1164TSA Pipeline Security Guidelines



March 2018

Framework for Improving

Critical Infrastructure Cybersecurity

Version 1.1

April 16, 2018

CybersecurityCǊŀƳŜǿƻǊƪǎ ґ {ŜŎǳǊƛǘȅ /ƻƴǘǊƻƭǎ ƴƻǊ wŜǉǳƛǊŜƳŜƴǘǎ



ISA/IEC 62443 ςComponents, Products, Solutions, Services, Operations

IEC 62443-4-2  Security wŜǉΩǎfor IACS Components

IEC 62443-2-4 Security wŜǉΩǎfor IACS Service Providers

Industrial Automation and Control System (IACS)

IEC 62443-3-3  System Security Requirements and Levels

Product

DEVELOPS

IEC 62443-4-1

SYSTEM 
INTEGRATOR

2-4 Sec. wŜǉΩǎSrvcProviders

INTEGRATES

OWNER / 
OPERATOR

+

OPERATES

IEC 62443:

1-3: Conformance Metrics

2-1: Estab. IACS Sec. Prgm

2-3: Patch Mgmt for IACS 

Secure Development 

Lifecycle

IEC 62443:

3-2 Sec. Risk Asmt-Sys Design

PRODUCT 
SUPPLIER

Operational and maintenance capabilities
(policies and procedures)

Application
Embedded 

device
Network 

component
Host Device

System, subsystem, or component, such as:

Automation Solution

Subsystem 1 Subsystem 2
Complementary 

hardware and software
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/ȅōŜǊǎŜŎǳǊƛǘȅ CǊŀƳŜǿƻǊƪǎ ґ {ŜŎǳǊƛǘȅ /ƻƴǘǊƻƭǎ ƴƻǊ wŜǉǳƛǊŜƳŜƴǘǎ

March 2018

Framework for Improving

Critical Infrastructure Cybersecurity

Version 1.1

April 16, 2018

Tenets:
¶Implementable
¶Repeatable
¶Measurable

TSA 
Guidelines Ą NIST CSF

ISA Limited Use Permission

ANSI/ISA-62443-4-2

ANSI/ISA-62443-3-2

ANSI/ISA-62443-4-1ANSI/ISA-62443-3-3

ANSI/ISA-62443-2-1ANSI/ISA-62443-1-1

Ą ISA 62443

800-53 R4

800-82 R2

Public 
Domain

Ą API 1164&  NIST 800-53 & 82

Developing Implementable, Repeatable, and Measurable Requirements
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IAC CYBERSECURITYPOLICY
1) Authorizes a formal IAC Security Program
2) Mandates Program is defined by formal Cybersecurity plan(s)
3) Specifies Program required security capabilities categories

1164 Management System Governance Framework: Policy Ą Plan

IAC CYBERSECURITYPLAN
Specifies the processes, people, and technologies required to 

operationalize the IAC Security Program

Ç Identify the primary and alternate security manager or officer responsible for executing and maintaining the plan;

Ç5ƻŎǳƳŜƴǘ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǎŜŎǳǊƛǘȅ-related policies and procedures, methodologies used and timelines for 
conducting criticality assessments, risk assessments, and security vulnerability assessments;

ÇReference other company plans, policies and procedures (e.g. business continuity, incident response / recovery);

ÇBe reviewed annually; updated based on findings from assessments, major modifications to the system;

ÇBe protected from unauthorized access based on company policy; and,

CONSISTENTWITH TSA SECURITYPLAN: COMPREHENSIVESCOPE; DEVELOPEDSYSTEMATICALLY; RISK-BASED



IAC CYBERSECURITYPOLICY
1) Authorizes a formal IAC Security Program
2) Mandates Program is defined by formal Cybersecurity plan(s)
3) Specifies Program required security capabilities categories

IAC CYBERSECURITYPLAN
Specifies the processes, people, and technologies required to 

operationalize the IAC Security Program

IAC CYBERSECURITYPLAN
Specifies the processes, people, and technologies required to 

operationalize the IAC Security Program
IAC Cybersecurity Plan(s)

Protections

Processes

Procedures 
(a.k.a. Standards)

Procedural Controls

Technical Controls

Operationalized Cybersecurity plan(s)

Program

Plan(s)
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1164 Management System Governance Framework: Policy Ą Plan Ą Program



Basis of 

Cybersecurity Requirements Selection: 

Risk vs. Impact 

API 1164 3rd Edition



Ref Section Issue Description Consequence(s) Control Measure(s)
Likelihood Impact R i s k

Score Rating Score Rating Score Rating

V6.2.2 Systems & 
Technology 

Failure

Risk Response:
Outbound Internet Access Enabled from Device

ÅDisruption>Incapacitation
ÅUsurpation > Misappropriation
ÅDeception>Masquerade

ÅCM-1L Policy and Procedures
ÅCM-2: Baseline Configuration
ÅCM-оέ /ƻƴŦƛƎ /ƘŀƴƎŜ /ƻƴǘǊƻƭ
ÅCM-7:  Lease Functionality
ÅCM-9: Config Mgmt. Plan
ÅAC-3:  Access Enforcement

Calculating Risk Score

Potential Likelihood

Threat Factors
Vulnerability FactorsX

X

Potential Impact

Business Factors
Technical Factors

Risk

Likelihood
ImpactX

Threat Factors

Skill Required S
co

re

Motivation S
co

re

Opportunity S
co

re

Community Size S
co

re

Some Tech Skills 9 Opportunistic 8 Unauthenticated Basic 
Access

8 Authenticated 
Users

9

Advanced IAC / 
Security Penetration

1 Persistent 1 Authenticated Elevated 
Access

1 Security 
Administrators

1

Vulnerability Factors

Discoverability S
co

re

Exploitability S
co

re

Awareness S
co

re

Detectability S
co

re

Accidental 9 Easy 8 General Public 
Knowledge

9 Not Logged 9

Very Difficult 1 Multi-stage 1 Confidential 1 Logged w/ 
Automated Alerting

1

Technical Factors

Integrity Loss S
co

re

Availability Loss S
co

re

Confidentiality Loss S
co

re

Accountability S
co

re

Critical Function>Misuse 
(Malicious Logic)

9 DoS-Controller 
Equipment>Harm to 

Humans

10 Exfiltrate/Intercept Any> 
High-value IP

9 Unauthorized Access> 
Undetectable

10

Support Data>Corruption 
(Human Error)

1 Support Data 
Destruction>Restorable

2 Indirectly Inferred-
Customer>Operational 

data

2 Unauthorized Access> 
Detectable - Short term

4

Business Factors

Financial Damage S
co

re

Reputation Damage S
co

re

Non-Compliance S
co

re

Immeasurable 9 General Public -
Corporate Image

10 Government Regulation10

Negligible 1 Regional Customer 1 BU Standard 2

7.2 ? 5.9 ? 42 ?



Rating Risk Risk Rating

Risk Score

Risk 
Score 

vs.
Rating

Risk vs. Impact

Rating is 
Company Specific



Risk Responses: Ç Treat Ç Terminate Ç Transfer Ç Tolerate

Risk 
Rating

vs.
Response

Assessing Risk

Response is 
Company Specific

Risk-based Bright-line Rules are not appropriate for a Standard

Risk vs. Impact

Likelihood



How to Determine Impact

Property

Property

Property

Property

Property

5 Levels of Impact Severity

API STANDARD 780

Security Risk Assessment

Methodology for the 

Petroleum and 

Petrochemical Industries

API 780: SRA Methodology  ςEvent Consequences
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API 780:

Impact

Rating Severity

Business 

Objective Business Objective Impact

a) Health/Safety

Above Medium Impact threshold 

for one or more business 

objectives.

b) Environment

c) Property

d) Operations

e) Compliance

f) Reputation

a) Health/Safety

ÅBelow High Impact threshold for 

all business objectives and

ÅAbove Low Impact threshold for 

one or more business objectives.

b) Environment

c) Property

d) Operations

e) Compliance

f) Reputation

a) Health/Safety

Below Medium threshold impact 

for all business objectives.

b) Environment

c) Property

d) Operations

e) Compliance

f) Reputation

I1

I2

I3 High

Medium

Low

SRA Methodology
Event Consequences

API 1164: Business Objective Impact
Severity Levels

780 Safety Event Consequences to 1164 Business Objective Impact Levels



Sec. Lvl Threat Protection Objective

SL 0 No specific requirements or security protection necessary

SL 1 Protect against casualor coincidental security violation

SL 2 Protect against intentionalsecurity violation using simple means
with low resources, generic skillsand low motivation.

SL 3 Protect against intentional security violation by entities using 
sophisticated meanswith moderate resources, IACS specific skills
and moderate motivation.

SL 4 Protect against intentional security violation by entities using 
sophisticated means with extended resources, IACS specific skills 
and high motivation.

5 Levels of Security Capability

ISA/IEC 62443 ςThreat Protection Security Levels

Determining Threat Protections for Business Objective Impact Severity Levels



and IAC Cybersecurity Profiles

Impact

Rating Severity

Business 

Objective Business Objective Impact

a) Health/Safety

Above Medium Impact threshold 

for one or more business 

objectives.

b) Environment

c) Property

d) Operations

e) Compliance

f) Reputation

a) Health/Safety

ÅBelow High Impact threshold for 

all business objectives and

ÅAbove Low Impact threshold for 

one or more business objectives.

b) Environment

c) Property

d) Operations

e) Compliance

f) Reputation

a) Health/Safety

Below Medium threshold impact 

for all business objectives.

b) Environment

c) Property

d) Operations

e) Compliance

f) Reputation

I1

I2

I3

Medium

API 1164: Business Objective Impact
Severity Levels

Threat Protection ObjectivesAPI 1164:

Business Objective Impact Severity Levels to Threat Protection Profiles

High

Low


